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Secretary
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Dear Ms. Bose:

The North American Electric Reliability Corporation (NERC) hereby provides this Notice of Penalty
regardingUnidentified Registered EntiWRE, NERC Registry IDHERXXXXin accordance with the
CSRSNIf 9ySNHeée wS3dz I G2NE / 2 YYAaajaado@ers, asvdlY YA &
4 bow/ Qa wdzZ S& 2F t NPOSRdzNE Ay Of dzZRAYy 3 ! LIISYRA
Program(CMEP)j.

a
E

This Notice of Penalty is being filed with the Commission bedaababilityFirst Corporation
(ReliabilityFirstandUREhave entered into a Settlement Agreement to resolve all outstanding issues
arising fromReliabilityFirse & R S (i S N fingfrigsiok tBeyliolatigh® addressed in this Notice of

Penalty The violations resolved by this Settlement Agreementcontl® a 2 LISNI A2y & Ay
ReliabilityFirst, Midwest Reliability Organization (MRO), and SERC Reliability Corporatigrhés&ERC)

I Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and
Enforcement of Electric Reliability Standai@sder No. 672), Il FERC StatRegs. { 31,204 (2006Yiotice of New Docket

t NEBFAE abté F2NI b20A0Sa 2F tSylfidée CAft, HotkedNd. RMEB8000 2 NI K ! Y
(February 7, 2008Fee alsd 8 C.F.R. Part 39 (201M)andatory Reliability Standards fare BulkPower SysterrFERC

Stats. & Regs. 1 31,242 (2007) (Order No. @89%,K Q 3 , IRGRERCSTRE1,053 (2007) (Order No-APSeel8 C.F.R §

39.7(c)(2).

2Seel8 C.F.R § 39.7(c)(2) and 18 C.F.R § 39.7(d).

3 For purposes of this document, eachvidi A 2y | G A&dadzS Aa RSAONAROSR lFa || a@Azftl
and whether it was a possible, alleged, or confirmed violation.
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rISTSNNBR (2 | RollowigétensiveSoardirityod abd collaboratioamong the Regions
ReliabilityFirst entered into the agreement on behalf of itself, MRO, and SERC.

According to the Settlement AgreemettREneither admits nor denies the violations, but has agreed
to the assessethonetarypenalty ofseventyfive thousand dollars ($75,000andan additional

financial sanction in the form of a required investmentat least one hundred thousand dollars
($100,@0) in support of additional reliability enhancemenits addition to other remedies and actions
to mitigate the instant violatioaand facilitate future compliance under the terms and conditions of
the Settlement AgreementThe violatiorsin this Noticeof Penaltyare being filed in accordance with
the NERC Rules of Procedure and the CMEP.

Statement of Findings Underlying the Violatisn

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement
Agreement The details of the findings and basis for the penalty are set forth in the Settlement
Agreement and herein. This Notice of Penalty filing contains the basis for approval of the Settlement
Agreement by the NERC Board of Trustees Compliance Committe€ BERCC). In accordance with
{SOGA2Y ogpdT 2F GKS [/ 2YYAaaA)22NERGproNdesteetfoloiviRg? v &
summary table identifying each violation of a Reliability Standard resolved by the Settlement
Agreement, as discussed in greatketail below.

o Reliability Total
NERC Violation IC Std. Req. VRF/IVSE Penalty
RFC2013012304 CIP0021 | R3 | High/High
RFC2012010916 CIR0033 | R2 | Medium/Severe
$75.000

RFC2012010917 CIR0033 | R3 | Lower/Severe

R2 Lower/Severe

RFC2012010328 CIR004-3

RFC2012010918 CIR0051 | R1.5| Medium/Severe

RFC2012011084 CIR0053a | R1.5| Medium/Severe
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NERC Violation If] """ | Req.|  VRFIVSE PL‘;:'W
RFC2012011370 CIR0052 | R1.5| Medium/Severe
RFC2013012307] CIP0051 | R2 | Medium/Severe
RFC2013012318 CIRO051 | R4 | Medium/Severe
RFC2013012319 CIRO062 | R1 | Medium/Severe
RFC2012011366 CIRO062 | R2.2 | Medium/Severe
RFC2012011373 CIROO7-1 | R1 | Medium/Severe
RFC2012011372 CIPO0Z2a | R2 | Medium/Severe
RFC2012010919 CIRO07.2a | R5 | Lower/Severe
RFC2013012439 CIRO07-2a | R6 | -OWwer/Severe | 75,000
RFC2012011371 CIR007-2a | Rg | Medium/Severe
RFC2013012320 CIRO081 | R1 | -ower/Severe
RFC2013012321 CIRoogl | Ry | Medium/Severe
RFC2013012463 CIRO0g1 | R5 | L-ower/Severe

*Violation Risk Factor (VRF) and Violation Severity Level (VSL)
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Background Information

ThisSettlement Agreementesolvesl9 CIP violations discovered through a series of-Geltifications,
SeltReports, and a multiregional Compliance A§@iompliance Audit)ReliabilityFirst led the
Compliance Audit on behalf agelf, MRO, and SERC.

CIP0021 R3(RFC201301230%

During the Compliance AudReliabilityFirstliscovered aiolation ofCIR002-1 R3 URHKailed to
document thereviewof two types of Cyber Assets to determine whether those assets were Critical
Cyber Assets (CCAs). SpecifiddREFailed to identify time and frequency devices and certain laptop
computers as CCAs.

In addition,UREpermitted remote access to certain laggg computers, which were not identified as

CCAsThese laptop computensere essential to the operation dIRE2E / NAGA OF f 1 a&aSi

ReliabilityFirsdetermined the duration of the violation to be from the datee standard became
mandatory and enforceablen UREhrough whenUREcompleted its Mitigation Plan.

ReliabilityFirstetermined that this violation posedraoderateriskto the reliability of the BPS, but did

a

not pose aserious or substantial risiSpecificallyJRER & YSGK2R 2F ARSYGATFeéAy 3

down approach that first considers essential functions, identifies applications that support those
functions, and then identifies Cyber Assets that support the applicati®his. method did not directly
reviewCyber Assets related to ea€iCAand couldhave resultedn a failure to identify CCAs:urther,
the two assets at issue could have led to significant harm tdih8.

Seveal factors mitigated the riskWith respect to the time and frequency devices]iRbilityFirst

determined thatthe likelihood of a bad actor accessidgi2a Rl G} a@adSY FyR NBI (

issuewaslow due to the defensén-depth security strategie REemploys, including the containment
of these assets behind multiple layatphysical and electronic access controls, the application of

URRA OKFy3aS YIFyl3aSYSyid LINROSaa (2 (kKkSasS laaSiax

account and access management controls such as strongfamtor authentication.

With respet to the laptop computerslyRErequiredemployeego sign into and be physically present
in URE facilitiesto take any actionsffectingthe BPS.Therefore, theemployeescould not take BRS
related actions using the laptops at issue.

4 ReliabilityFirst applied the version of the Reliability Standard in effect at the time each violation began
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URE A a A (Phrdo-addiegdifis violationwas submitted taReliabilityFirst

URRA aAlOA3IlF GAPRBOt £y NBI dzA NBR

1. improve its CCA identification process to ensure that all Cyber Assets related tG€aate
identified and reviewegand

2. create a business procedmgramthat includes a quality control checRhe diagram is
designed to ensure thatll CCAs are considered.

UREcertified that the above Mitigation Plan requirements were complet&ekliabilityFirsverified
that URR & a A (i A Ivasicantpigte t € |y

CIPO03-3 R2 and RERFC2012010916 and RFC201201p917

UREsubmitted a SelReportstating that it had issues with CI®3-1 R2 and R3JRHailed to

document the delegation of responsibilities by its senior manager to deleg&tdsur instances, a CIP
cybersecurity manager signed extensions to cybersecurity exceptions without being formally
designated as a delegate. In addition, on three instances, the cybersecurity exceptions were not
reviewed annually by the senior manager.

RelabilityFirstdetermined thatUREhad violatiors of CIR003-1 R2 and RBecau® the entity failed to
documentthe delegation of responsibilities by its senior manager to delegates.

ReliabilityFirstetermined the duration of the violation to be from the @l JREHailed todocument
the delegation of responsibilities to delegatésroughwhen UREcompleted its Mitigation Plan.

ReliabilityFirstetermined that this violation posed a minimal and not serious or substantial rigleto
reliability of the BPSTheviolation was documentatiomelated. Only one of the exceptions to the
cybersecurity policy at issweasClRrelated. URRRA YA GAIF GA2Yy &AGNF GS3e
delegates, one of whom is thmanager ofcybersecurity The manager of cyrsecurity was qualified
to review and approve the extensions, and was later designated to perform the task, as p&Edf
mitigation.

UREX & a A ( A Foladdiesdifeseavibldtighs was submitted taReliabilityFirst

URE Klitigation Plan requiredJREo:

1. obtain reviews and approvals llye appropriateClPsenior manageanddocument the
appointment of delegates, including timeanagerof cybersecurity and
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2. conducttraining on cybersecurity exceptions fibre gybersecuritynanagerstheir delegates,
andfor URE) &bef@ecuritydepartment

URE certified that the above Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFG 'w9Qa aAdAardAazy tfry gFa O2YLX SGSo

CIP004-3 R2 (RFC2012010328

UREsubmitted a SelReport stating that it had an issue with @4 R2. As part ofURER2a | y y dzI

review of its cybersecurity training progradREattempted to update its prograrto incorporate
information regarding cybersecurity threatslowever, he traning thatURHinalized and adopted for
use inadvertently omittedhe information required by CH04-1 R2.2 regarding) the proper use of
CCAs (R2.2:1i)) electronic access controls to CCAs (R.2.ar8jiii) recovery plans for CCAs after a
CyberSeaurity Incident (R.2.2.4)UREused these training materials to provide training on two newly
hired employees and six newfyred contractors.

In addition, duringnitigation, UREdentified an issue resulting from the conversion andaematting
processes necessary to convert tin@ining materials into the format utilized to train new employees.

ReliabilityFirstetermined thatUREhad a violation ofCIR004-3 R2 becausé failed to provide training
that addressed all elements tiis standard

ReliabilityFirstletermined the duration of the violation to be from the ddtiRHailed to include all
required informationin itstraining materialsthroughwhen UREsubmitted revised evidence of
mitigating activities to include the issugentified during its initial Mitigation lBn implementation

ReliabilityFirstetermined that this violation posed a minimal and not serious or substantial rigleto
reliability of the BPS All affectedpersonnel hada personnelrisk assessmergnd were eventually
trained as required by the standardlrhedeficientcybersecurity training providecklevantinformation
regarding preventing and defendingainstcybersecurityincidents, which was reinforced through
URE A& |j dalybedse8ifitips. The duration of the issue was limiteldie to the execution oURE &
internal controls program

URE Mitigation Plarto address this violation was submitted ReliabilityFirst

URRA aAlA3IlF GAPRBOt f Yy NBI dzA NBR

1. administer training to the individualat issue and
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2. convertthe cybersecurity training to a controlled document and conduct training on controls
applicable to training revisions.

URE certified that the above Mitigatidtian requirements were completed. ReliabilityFirst verified
GKFG 'w9Qa aAdAardAazy tfry gFa O2YLX SGSo

CIP0051 R1.5CIP005-3a R1.5; and CiB05-2 R1.5(RFC2012010918, RFC2012011084, and
RFC2012011370

UREsubmitted SeHReport stating that it was in violation of GIF05-1 R1.5 During the Compliance
Audit, ReliabilityFirstliscovered an additionahstance of noncompliance witGIRP0051 R1.5.In the
course ofmitigation, whileimplementing itsmprovement programUREdiscoered an additional
violation ofthis standard.

URHailed to: i) timely change passwords Bhaccess control and monitoring devices (AGNIXJAS,

and nonCCAgii) locatetwo sets ofACMs in a Physical Security PeriméR8Pand afford the required
protections iii) afford the protections o€IR007-1 R1(test proceduresand R cyber vulnerability
assessmentio 52 ACMs; iv) consider electronic ACMs to be access points and afford the protections
required by thestandard; and v)dentify additional acess poingto eight CCAservers.

ReliabilityFirstletermined the duration of thefirst violationthat wasselfreportedto be from the date
the standardbecame mandatory and enforceabkiirough whenUREcompleted its Mitigation Plan.

ReliabilityFirstetermined the duration of thesecondviolationthat wasselfreportedto be fromthe
date the devices were first commissioned into a facility not properly identified as a PSP, through when
UREcompleted its Mitigation Plan.

ReliabilityFirst determined thduration of thethird violationthat wasselfreportedto be from the
earliest date the devices at issue were commissioned, thrahgldate the last two miscategorized
devices were properly categorized and became subject to system administrator review.

ReliabilityFirst determined the duration of theolation discovered at th€ompliance Audit anduring
mitigation to be from the datehe standardbecame mandatory and enforceabldrough whenURE
completed itsmprovement program

ReliabilityFirstletermined thattheseviolations posed a moderate risk to the reliability of the BPS, but
did not pose a serious or substantial risk. Specifidhiyfailure to protectelectronic security
perimeter (ESPaccess points and maintain secure passwords inceetigelikelihood of a gap in
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security defenses for the ESPhe lengthy duration of theiolationsincreasedURE2 & S E LJ2 & dzNB
risk.

However UREmitigated the risk by employing a defensedepth strategy that includes) a network
operations centethat actively monitors and responds to a host of enterpigee system

performance and availability event#\s a resultUREs capable ofdentifyingany potentially

disruptive network events before they impaBP S$ystemsji) affordingthe assetst issue several
protections such as application of rigorous change management practices, consistéoidate
patching, antivirus and malware prevention software, account and access management pracietes,
user and system logging and mitoring; andiii) locatingthe assets within controlled access facilities
which includeprotection against unauthorized physical access with multiple layers of electronic and
physical access controls, such as guaadsount management and access corgr(.g., strong, two
factor authentication).In addition, less than three percent 0RE) a -y6& glccounts had passwords
that were overdue for change.

URE Mitigation Plario address the first selfeported violationwas submittedo ReliabilityFirst
URRA aAlGAIlF(dAPRBot 'y NBI dzA NBR
1. change the passwords for all affected accouyatsd
2. modify its process for creating new naiser accountso require that accounts arsmonitored
by its automated passwords management tool.

URE certified that thabove Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFG 'wo9Qa aAdAardAazy tftrty gta O2YLX SGSo

URERYa aA u A Ed-at'édjieﬁsy‘he $etohd>ée’épo[ted vioIatioAnvyas submitted to ReliabilityFirst
URKR)a aAuUA3Il UAPRBot f Iy NI dzA NBR
1. create documented PSPs for the facility that held the access control and monitoring devices;
2. validate that all protections associated with PSPs were present in the facility;
3. updateS Y LJ 2 éfénSaiid®; and
4

. reviewits asset commissioning proce® identify opportunities for improvement.
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URE certified that the above Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFEG 'wo9Qa aAdAar&Azy tftty gta O2YLX SGSo

URER A a A ( A Foraddiessyhesibltibnydiscovered at the @apliance Auditvas submitted to
ReliabilityFirst
URRA aAlGAIlFdAPRBot £ 'y NBI dzA NBR

1. improve itscybervulnerability assessmef€CVARNd production readiness testing processes by
defining criteria fojjustifications of firewall and access contnst Irule permissionsand

2. improve its processes to ensure that it conduCgAf non-critical Cyber Assets in, and
electronic access pointsttRE2& 9 {t ACMsY R A (i &

URE certified that the above Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFG 'wo9Qa aAdAardArzy tflry 6Fa O2YLX SGSo

CIP0051 R2(RFC2013012307

During the Compliance AudReliabilityFirstliscovered thatJREviolated CIFO051 R2. URKailed to
demonstrate that it enables only ports and services required for operatiés.examplefor one
device URHailed to explairhow various network objectaere used andfailed to providea business
justification for open ports andervices

ReliabilityFirstetermined thatUREhad a violation ofCIR005-1 R2becaug URHailed to enable only
ports and services required for operations and for monitoring Cyber Assets within the ESP.

ReliabilityFirstetermined the duration of the violation to be from the datee Standard became
mandatory and enforceab)ehroughwhen UREcompleted its Mitigation Plan.

ReliabilityFirstetermined that this violation posed a moderate risk to the reliability of the, BBE&did
not pose a serious or substaaltrisk. Specifically, the failure to restrict access to protected networks
leaves those networks open to attack, which may make protected systems vulnerabiauthorized

access The duration of the violatiomcreasedJRE2d SELIR &dzZNB (2 (KA & NRA] P

5 URE completed thmitigating activities associated with the third sedfported violationprior to submitting theSelf

Report. URE established processes for cybersecurity testing associated with significant changes, and assigned the devices at
issueto the correct domain. In addition, some of the devices were decommissionegrery 2 f 2y I3SNJ f AaG SR 2

workbookor active within the ESPs.
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URE A R Srifd8pyhatiGitegies as described above (see violatidREC2012010918,
RFC2012011084, and RFC20120118iigated the risk

URE Mitigation Plario address this violation was submitted Reliabilitykst.

UREX& aA A3l (A PRBRomprovy its NiBcksses AsBoBiated with defining criteria for
justifications of firewall an@ccess contrgbermissions.

URE certified that the above Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFG 'wo9Qa aAdAardAazy tfly 6Fa O2YLX SGSo

CIP0051 R4RFC2013012318

During the Compliance AudReliabilityFirstliscovered a violation of GII05-1 R4becausdJRKFailed
to perform a comprehensive annual review of active ports and services.

ReliabilityFirsdetermined the duration of the violation to be from the datee Standard became
mandatory and enforceableéhrough whenUREcompleted its Mitigdon Plan.

ReliabilityFirstdeterminedthat this violation posed a minimal and not serious or substantial riske€o
reliability o the BPSURBEperformed ongoing reviews on ports and services throughout the yedr as
made changes to its systeltRE) defensein-depth strategyas described above (see violations
RFC2012010918, RFC2012011084, and RFC2012)hiBifized the likelihood that an
unauthorized person could accddR®a RIF L &d@3aGSYa

URE Mitigation Plario address this violation was subtbed to ReliabilityFirst

URRA aAlA3IlFGAPRBOt f Yy NBI dzA NBR

1. improve its processes associated with conductgAof non-critical Cyber Assets and
electronic access pointstdR & 9{t a | yfand / a RSOAOSa

2. conduct acomprehensive annual review afl ports and services

URE certified that the above Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFG 'wo9Qa aAdAardArzy tfty gFa O2YLX SGSo
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CIP006-2 R1(RFC20130123}9

During the Compliance AudReliabilityFirst discovered thatREhada violation ofCIR006-1 R1
becausedURHailed to contain alESRCyber Assets within a PSP.

Specifically, several PSPsldterent locationshad openings within the boundaries of the PSP that
exceeded 96 squarnaches Therefore, thd®SBdid not provide a continuous sixall boundary.In
addition, the cabling betweewo rooms in one facilityvas not protected within a siwall boundary.
Duringthe course omitigation, UREdiscovered two additional PSP opegs

ReliabilityFirstdetermined the duration of the violation to be from the date the Standard became
mandatory and enforceable, throughhen UREcompleted its Mitigation Plan.

ReliabilityFirstdetermined that this violation posed a minimal and not ses@au substantial risk tthe
reliability of the BPSTheopeningsat issuewere obscured from observatidmecause they were
locatedabove a dropped ceiling or below a raised floAn individual attempting to exploit these
unsecured openings would have required a special tmalccess the openings.

In addition, thefacility wasstaffed 24 hours a day, reducing the likelihood of unauthorzegsical

access Access to any of the ga would have been impeded by fire stop mechanisms, ductwork, wiring
conduit, cable trays, or the steel infrastructure of the buildifignelocation of theopeningswaswithin

a restricted areavith controlled access, camera surveillance, and other physionitoring in place.

The cabling betweethe two rooms in the facilithadadequate defensén-depth mechanisms and
compensatoryprotectivemeasures in placeURE) atrusiondetection systermand reaitime

monitoring of the Cyber Assets within the ESP remained intact throughout the duration of the
violation.

URE Mitigation Plarto address this violation was submitted ReliabilityFirst

URRA aAlA3IlFGAPRBOt f Yy NBI dzA NER
1. close all of tle PSP openings

2. revise thePSP plato require confirmation that all the requirements for implementing a new
PSP or commissioning a new building are addressed

3. institute annual physical inspections to ensure there are no openritlsn the PSP;

4. submitatechnical feasibility exceptio@ EFErequestfor the cabling betweeithe two facilities,
which ReliabilityFirsapproved and

RELIABILITY | ACCOUNTABILITY




NERC Notice of Penalty PRIVILEGED AND CONFIDENFRIRMATIO
UnidentifiedRegistered Entity HAS BEEN REMOVED FROM THIS PUBLIC VERSION
November 25, 2014

Pagel2

5. install permanent meslo close off the tunnel and permanently secure the hatches.

URE certified that the above MitigatiotalR requirements were completed. ReliabilityFirst verified
GKFEG 'wo9Qa aAdAardAazy tftty gta O2YLX SGSo

CIP0062 R2.2 (RFC2012011366

UREsubmitted a SelReportstating it was in violation oc€IR006-2 R2.2 During mitigation URE
discoveredand selfreported an additionainstance ohoncompliance

URHailed to afford certain protective measures to the access points to the BREmproperly
categorized 75 Cyber Assets and failed to afford these devices the cybersecurity testing required by

URRE LINPOSRURMBIMIKEBA®DR2E | O0Saa o6l RIS NBIFRSNI aea

Cyber Assets that authorize and log access to a PSP.

ReliabilityFirstdetermined thatUREhad a violation oCIR006-2 R2becausdJRKFailed to afford access
points to the ESP cexin protective measures.

ReliabilityFirsdetermined the duration of the violation to be from the datee Standard became
mandatory and enforceable¢hroughwhen UREcompleted its Mitigation Plan.

ReliabilityFirstletermined that this violation posedraoderate risk to the reliability of the BPS, but did
not pose a serious or substantial risk. Specifictdy failureto conductcybersecuritytesting leaves
Cyber Assetsulnerable to attacks The duration of the violation increasétRE) & S E LJia rih5S
URE) defensein-depth strategyas described above (see violatidREC2012010918, RFC2012011084,
and RFC20120113)mnitigated the risk.In addition,UREegularly monitored logs from the affected
devices, and it did not experience any Cyber Security Incidents for the duration of the violation.

URE Mitigation Plarto address this violation was submitted ReliabilityFirst

URR A aAlA3Il GedPRBot f | Yy NBIj dzA NJ
1. move the devices at issue into the correct domairits devicetracking system

2. improve its processes associated with ensuring that all Cyber Assets witBfaReside within
an identified, complete PSP

3. ensurethat all assets that contr@nd/or monitor access to physical security systems are
afforded all protections required by CO®6 R2.2.

0 2
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URE certified that the above Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFEG 'wo9Qa aAdAardAazy tftry gta O2YLX SGSo

CIPO07-1 RL (RFC2012011373

UREsubmitted a SelReportstating it was in violation of G607 R1.During the Compliance Audit,
ReliabilityFirstiscovereda secondnstance of noncompliance witGIR007 R1.During mitigation URE
discovered two addignalinstances of noncompliance.

URHailed to ensure that new Cyber Assets and significant changes to existing Cyber Assets within the
ESP do not adversely affect existing cybersecurity contiéfREmiscategorized 75 Cyber Assets and

failed to afford ttese devices the cybersecurity testing requiredd®® & LINE OSRdzNBa | yR
addition,UREi) performed testing in its production environment rather than in an environment that
reflects the production environment; ii) failed to perform cybersecutgtsting for significant changes

on certain turret server§ and iii) failed to implement certain security patches.

ReliabilityFirstletermined thatUREhad a violation ofCIR0O07-1 R1for failing to ensure that new Cyber
Assets and significant changesetasting Cyber Assets within tE&SRIo not adversely affect existing
cybersecuritycontrols.

ReliabilityFirstetermined the duration of the violation to be from the datee Standard became
mandatory and enforceab)ehrough whenUREcompleted its Mitgation Plan.

ReliabilityFirstetermined that this violation posed a moderate risk to the reliability of the BPS, but did
not pose a serious oudstantial risk. SpecificallyRE2& LINF OG A OS 2F G(GSadAy3a Ay
environmentraisedthe risk of advese actions occurring in the production environment when system

changes are implementedlhe lengthy duration of the violation increasgiRE2 & S E LXharidkNB i 2

URE defensein-depth strategyas described above (see violatidREC2012010918FC2012011084,
and RFC20120113yfitigated the risk URR & OKIl y3S YI yIF3SYSyid LINROSaa.
functional testing of significant changedsoreducedthe potential for unauthorized access.

URE Mitigation Plarto address this violation was submitted ReliabilityFirst

URRA aAlA3IlF GAPRBOt f Yy NBI dzA NBR

1. re-categorize many of the Cyber Assets or remove them from the ESP

61 w ot@erat servers are vendemanaged appliances identified as CCAs that support phone operations.
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2. improve its processes associated witfbersecuritytesting;and

3. create internal contols for the generation and maintenance of its software lists

URE certified that the above Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFG 'w9Qa aAdAardAazy tfry gFa O2YLX SGSo

CIP007-2aR2(RFC2012011372

UREsubmitted a SelReportstating that t was in violation of CiB07 R2. During the Compliance
Audit, ReliabilityFirstliscovered an additionadoncomplianceof this standard.Finally, during
mitigation, UREdiscovered and selieported a third instance of noncompliance.

URHailed to ensure that only ports and services required for normal and emergency operations were
enabled. URHailed to: i) perform its processes and procedures for ports and services review on 75
Cyber Assets; ii) demonsteathat only ports and services required for normal and emergency
operations were enabled for multiple systems; and iii) review weekly enterprise security manager
scans.

ReliabilityFirstdetermined thatUREhad a violation oCIR007-2a R2becausdJRFailed to maintain its
process to ensure that only those ports and services required for normal and emergency operations
are enabled.

ReliabilityFirstetermined the duration of the violation to be from the datee Standard became
mandatory and enforceab)éhrough whenUREcompleted its Mitigation Plan.

ReliabilityFirstetermined that this violation posed a moderate risk to the reliability of the BPS, but did
not pose a serious or substantial risk. Specifictdy faiure to protect Cyber Assets withihe ESP
through a ports and services baseline increases the likelihood of a securityrgapengthy duration

of theviolationincreasedJRE & S E L¥heridkNB (i 2

URE & R SrifdSpihstiategyas described above (see violaticREC2012010918FC2012011084,

and RFC20120113yfitigated the risk URR & ySG g2 NJ] O2y FAIdzNF GA2Y A&
based on specific protocols, which are required to be met to enter the netwbhle configuration

prevents unsolicited traffic from passingo the networks segregated by ESPs, thereby reducing the
risk to the BPSAdditional protections are provided by intrusion detection and prevention system
devices that are programmed to detect for malicious traffic attempting to gain access to the ESP,
regardless of whether the ports and services are enabled on thedenate. If the intrusion detection

and prevention system detects malicious traffic, it prevents the malicious traffic from gaining access to
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the network. UREconsistently maintained upo-date patchingor all devices at issy@nd the devices
were protected by antivirus and malware prevention software.

URE Mitigation Plario address this violation was submitted ReliabilityFirst

URR2A aAGAIl GABRBot € Iy NBI dzi NBR

1. enhance itgprocesses for ensuring the security of access to and through its eléctroress
points as well as the security of n@hitical Assets inURE2a 9 {t a;and/ R ! / aa

2. improve its processes to ensure that only those ports and services required for normal and
emergency operations are enabled througRE inprovement programnitiative for baseline
configuration data and configuration management.

URE certified that the ave Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFG 'wo9Qa aAdAardArzy tflry 6Fa O2YLX SGSo

CIP007-2aR5(RFC20120109)9

UREsubmitted a SelReport stating that it was in violation of @B7 R5.3.3URHliscovered that 21
(3%)of the passwords for 708on-user accounts for CCAs, ACM devices, andGA Cyber Assets
within the UREESP were not changed annually.

During the Compliance AudReliabilityFirstliscoveredhat URHailed tocreate historical audit trails

of individual user accounts access activityso, for arapproved TFEJREnNdicated that a mitigating
process was in place to change account passwords every 180 days, but one device did not have the
technical capabilities to enforce that process.

During miigation, UREdiscoveredand selfreported an additionalinstance of noncompliancedJRE a
information application is deemed to be a CA/MRHailed to review certairaccountsassociated with
this applicationduring its quarterly entittementeviews In addition, certainactive directorygroups
used for access to Pl were not accurately reflected in quarterly entitlement reviews.

ReliabilityFirstletermined the duration of the violation to be from the datee Standard became
mandatory and enforceableéhroughwhen UREcompleted its Mitigation Plan.

ReliabilityFirstletermined that this violation posed a minimal and not serious or substantial rigleto
reliability d the BPS.The risk was mitigated because the account password issue was a documentation
issue. AlthoughURHailed to retain logs of sufficient detail to create historical audit trails of individual
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user accountslJREIid produce, retain, and review logs of system security evenkte logsat issue
were for less thanl0 %of the devices fowhichUREwvas logging and reviewing log activityRE a
network operations centeactively monitors and responds to a host of enterpngide security tools
and controls, which allowdREo identify any potentially disruptive network events and actual
cybersecurity incidents before they impact systems related to the BPS.

URE Mitigation Plario address this violation was submitted ReliabilityFirst

For a description of mitigating activitiegesthe Mitigation Planfor RFC2012010918, RFC2012011084,
and RFC20120113d@scribedabove

URE certified that the above Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFG 'wo9Qa aAdAardAazy tfly 6Fa O2YLX SGSo

CIP007-2aR6(RFC2013012439

UREsubmitted a SeiCertification statinghat it was inviolation of CIFO07 R6.

ReliabilityFirsdetermined thatUREhad a violation oCIR007-2a R6becaug URFailed to ensure that
certain Cyber Assets within the ESP had automated tools or organizational process controls to monitor
system events that are related to cybersecurity.

During mitigation UREdiscoveredhat it had notfiled TFE$or logging on certain vendenanaged
devices.URHailed to review access logs for three turret servers, which are vendoraged
appliances initially identified as CCAs located in tHiaedities

ReliabilityFirstetermined the duration of the violédn to be from the date the Standard became
mandatory and enforceab)ehroughwhen UREcompleted its Mitigation Plan.

ReliabilityFirstetermined that this violation posed a minimal and not serious or substantial rigleto
reliability o the BPSUREconductedundocumented reviews of turret servers access logs atajribe
facilitiesapproximately monthly UREalso conductedindocumented review$or alarmingof the

access logs for the turret serverstwo facilitiesdaily. In addition, the telephow controlled by the

turret servers could have been replaced by other means of communication in the event of disruption.
UREY & R SrifdSpihstiategyas described above (see violaticREC2012010918, RFC2012011084,

and RFC20120113)@educed the likeihood ofan unauthorizedactor accessingRE2a R G &aé &

UREook the following mitigating actions
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1. 'ISGASs GKS GdzNNBG aSNBSNBQ | O0Saa f23a F2NJ G
implement a process for the ongoing monthly review of tusetver access logs, including
documentation and retention of the review results

2.iWAGALIGS O22NRAYIGA2Y GgAGK GKS GdzZNNBG & SNIISNZ
performance of cybersecurity testing on the turret servers and to evaluatesimghting an
automated logging solution on the turret serveend

3. replace the process and technology useddecurity status monitoringnd logging

ReliabilityFirsterified onsitethat UREcompleted these mitigating actions.

CIP007-2aR8(RFC2012011371

UREsubmitted a SelReport stating that it was in violation of @B7 R8. During the Compliance
Audit, ReliabilityFirstliscovered an additionahstance oinoncompliance wittthis Standard.

URHailed to include the required elements in {®/Aof 93 Cyber Assets within the ESFRFailed to:

i) have a CVA process that applies to all applicable devices within the scope of the requirement; ii)
conduct annual review of the list of ports and sees required for operationii) provide sufficient
evidence of a review of the controls for default accoumtscl i) document results for all CVAs. Not all
documented CVAs included action plans for remediation or execution status of the action plans.

ReliabilityFirstetermined thatUREhad a violation ofCIR007-2a R8becausdJRHailedto include the
required elements in it€VAf Cyber Assets within the ESP.

ReliabilityFirsdetermined the duration of the violation to be frothe earliest commigening date of
the devices at issue, througihen UREcompleted its Mitigation Plan.

ReliabilityFirstetermined that this violation posed a serious or substantialtagke reliability of the
BPS Specificallythe failure to defineadequatelyand executeCVAsncreases the likelihood of
compromise to the assets subject@/As The duration of the violation and the number of devices
involved increasetdRE a4 S ELReridiNBE (2 K

UREY & R SrifdSpihstiategyas described above (see violat®RFC2012010918, RFC2012011084,

and RFC20120113)@ninimizedthe likelihood ofanunauthorizedactor assessingRE2a R G a & &
URBEobserved no breaches @yber Security Incidentsluring the time period of this issuaVith regard

to ports and serdes,UREunsenterprise security scare some systems on a weekly basinsure

that the systems are operating in accordance with the baseliéh regard to controlsthe enterprise
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securityscans areised to identify, among other things, configuration of default accounts althaugh
does not eview controls for default accounts

URE A a A ( A Foraddkessythis vidlatioyi was submitted ReliabilityFirst

URRA aAlGAIlFdAPRBot £y NBI dzA NBR

1. improve its processes and procedures associated Gihgo ensure that all applicable devices
are subject to &VA and

2. document theresults for allCVAsand develop action plans for remediation or execution status.

URE certified that the above Mitigah Plan requirements were completed. ReliabilityFirst verified
GKFG 'wo9Qa aAdAardAazy tfly 6Fa O2YLX SGSo

CIP0081 R1 (RFC2013012320

During the Compliance AudReliabilityFirstliscovered a violation of GIF08 R1.ReliabilityFirst
determinedthat, althoughUREhas aCyberSecurity Incident handling procedure, it did not include
documented procedures to characterize and classify events as repo@gblerSecurity Incidents.

ReliabilityFirstdetermined thatUREhad a violation oCIR0081 R1 becase URHailed to include
documented procedures to characterize and classify events as repo@gbler Securitincidents in its
Cyber Securitincidentresponse plan

ReliabilityFirstetermined the duration of the violation to be from the datee Stanérd became
mandatory and enforceab)ehroughwhen UREcompleted its Mitigation Plan.

ReliabilityFirstetermined that this violation posed a moderate risk to the reliability of the BPS, but did
not pose a serious or substantial risk. Specifictidly|ack of specific procedures to handle reportable
Cyber Securitincidents could result in a delayed response to a cyber att@ble. lengthy duration of

the violation increasetdRE24 SELJ2 adzNB (2 (GKA&a NAR&A]|l O

UREmitigated the risk by having in place docunbeh procedures addressing all other elements of-CIP
008, andUREexperienced ncCyber Securitincidents through the duration of the violatiobRE) &

defensein-depth strategies reduced the likelihood of a bad actor accedsRB2d Rl G &ae&ada Sy

URE & igatibriiPlarto address this violation was submitted ReliabilityFirst

URRA aAlA3IlFGAPRBOt f Yy NBI dzA NBR
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1. integrate an incident criteria decision tree into @yberSecurity Incidentresponseplan;
and

2. add criteria to characterize and class#fyents as reportable incidents.

URE certified that the above Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFG 'wo9Qa aAdAardAazy tflry gFa O2YLX SGSo

CIP0091 RI(RFC2013012321

During the Compliance AudReliabilityFirstliscovered a violation of GI®9-1 R1. URHailed to
create arecovery planfor CCASRE2a4 &SI NI & 2LISNI A2yl f SESNOAaS:
GK20G aAldSé0z gla AyadzZFFAOASY(d F2NJ RAaAlFAGSNI NBO?2

ReliabilityFirsdetermined thatUREhad a violation oCIR009-1 R1 becaus&RKFailed to create a
recovery plan for CCAs.

ReliabilityFirsdetermined the duration of the violation to be from the datee Standard became
mandatory and enforceablehrough whenUREcompleted its MitigatiorPlan.

ReliabilityFirstletermined that this violation posed a moderate risk to the reliability of the BPS, but did
notpose aseriousodgdo a4 F YiAl f NRAR&] P {LISOATFTAOIffes (KS dz
that damage to Cyber Assets woldd replicated to the only backup files, eliminating the possibility of
restoration. The lengthy duration of the violation increase®RE & S E L¥heridkNB (i 2

URBnmitigated the risk by having mechanisms in place to protect CCAs against system &\femst
only backedup and stored the information required to restore CCAs,\bas able tasuccessfully

restore various types of failed assets and datdthoughURE2a YSUGK2R 2F o6 01 dzZLJ 4|
recovery purposes, it was sufficient for businessatinuity. URE) @etwork operations centeactively
monitors and responds to a host of enterprg@de system performance and availability events, which
allows URRo identify any potentially disruptive network events before thayact systems relatedbt
the BPS.URECyber Assetaere protected byfirewalls application of rigorous change management
practices consistent, ugto-date patchingantivirus and malware prevention softwaraccount and
access management practicesmduser and system activity logging and monitoridthe assets were
located within controlled access faciliti@ghich providedprotection against unauthorized physical
access with multiple layers of electronic and physical access conti®E & R SrifdEpihstiategy,
as described above (see violatidREC2012010918, RFC2012011084, and RFC2012palsg70
mitigated the risk.
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URE A a A ( A Foraddkessythis wvidlatioyi was submitted ReliabilityFirst

URRA aAlOA3IlF GAPRBOt £y NBI dzA NBR

1. improve its processes and procedures for recovering Qiagkingup and restoring those
assetsand

2. ensure backup media required for restorirgf these assetsre properly tested.

URE certified that the above Mitigation Plan requirements were completed. ReliabilityFirst verified
GKFG 'wo9Qa aAdAardAazy tfly 6Fa O2YLX SGSo

CIP0091 R5 (RFC2013012463

During the Compliance AudReliabilityFirstliscovered a violation of GII09-1 R5. URKailed to test
its backip media annually.

ReliabilityFirsdetermined the duration of the violation to be from the datee Standard became
mandatory and enforceableéhrough whenUREcompleted its Mitigation Plan.

ReliabilityFirsdetermined that this violation posed a minimal and not serious or substantial rigieto
reliability of the BPSUREafforded its Cyber Assets other protective measures to reduce the risk of

failure andto minimize threats and vulnerabilitiesThose prtéective measures included: locating the

Cyber Assets behind access points, including firewalls; rigorous change management practices;
implementing electronic and physical access controls to all Cyber Assets within the ESP and ESP access
points; implementiry antivirus software where technically feasitdedimplementing user and system

activity logging and monitoring of access points and Cyber Assets within the&JR&Fad backed up

and stored the information required to successfully restore CCAs irothe df the tapes and, upon

testing the network device backup media during typical and frequent restorations of actidfRis,

regularly confirmed that information was availabldREhad implemented other mechanisms to

maintain the information essentiabtrecovery.AlthoughURRa YSG K2R 2F ol O dzLd ¢
recovery purposes, it was sufficient for business continuity.

UREX & a A ( A Foladdegsyhis vidlatioyi was submitted ReliabilityFirst

URRA aAlA3IlF GAPRBOt f Yy NBI dzA NBR

1. improve its processes and proceésrfor recovering CCAsdbackingup and restoring
those assetsand
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